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Ce document spécifie les étapes de configuration d'un portail captif pfSense pour son raccorde-
ment a la plateforme U-Auth.

1 Configuration d’un portail captif pfSense

Dans le menu Services/Captive Portal

»VPN  » Statlus b Diz »Gold  » Help ﬁnpﬁense.enn’nuverllan

Status: Dashboard
System Information A Interfaces
Name pfSense ertrouvert lan [ 1000baseT <full-dupless
Version 2.2.1-RELEASE (amc64)} 10.0.2.15

buitt on Fri Mar 13 08:16
FreeBSD 10.1-RELEASE| 1000baseT <ful-duplex=

10.42.0.1

You are on the latest veriiNCS
Platform pfsense
CPU Type Intel(R) Core(T) is-323
Uptime 00 Hour 05 Minutes 19 SR

u“:g?n-'::.. Wed Mar 25 10:5029 €8 capliveportal | Captive Portal: test

Services Status

apinger Gateway Monitoring Daemon

127.0.0.1 dhepd DHCP Service
Dhis 91.12156.181
87.98.149.171

server(s) nipd TP clock sync

bound Unbound DNS Resolver
Last config unt
change Tue Mar 24 17:32:25 CET 2015

Captive Portal Status
IP address MAC address

State table L
size 0% (66/98000)

MBUFUsage 5y, 7soiz6564)

Load average 0.10,022,0.14

CPU usage 0%

Memory -

usage 23% of 989 1B

SWAP usage

0% of 1024 WE

e
Disk usana | (ufs): 37% of 992M

https://10.42.0.1/services_captiveportal.php Lt

ajouter une nouvelle zone :



ﬁn piSense.entrouvertlan

Services: Captive portal: Edit Zones

Edit Captive Portal Zones

Zone name I\eduspnt

Zone name. Can only contain letters, digits, and underscores ().

Description
You may emter a description here for your reference (not parsed).

Configurer la zone ainsi créée :

1. activer la zone :

» Gold  » Help 2o piSense.enwrouverLian

Captive portal(s) Allowed |P addre

¥ Enable captive portal

Interfaces

Select the imerface(s) to enable for captive portal

Maximurm concurrent
o R \ per client IP address (0 = no limit)

This setting limits the number of concurrent connections to the captive portal HTTP{S)server. This does notset how
many users can be lagged in to the captive portal, but rather haw many users can load the partal page or authenticate at
the same time! Possible setting allowed is: minimum 4 connections per client P address, with a total maximum of 100
connections.

Idle timeout A
minutes

Clients will be discannected after this amount af inactivity. They may lag in again immediately, thaugh. Leave this field
blank far na idle imeaut.

2. configurer 'URL de redirection vers le page de connexion U-Auth :

» Gold » Help ﬁnpﬁense.ennuuv&n.lan

already been exhausted.

L t ind
gaut papup windew || Enable logout popup window

If enabled, a popup window will appear when clients are allowed through the captive portal. This allows cliants to
explicitly disconnectthemselves before the idle or hard timeout occurs.

Dreauthentication redirect ﬁ https //u-auth.dev entrouvert org/pfsense-example

Use this field to set 5PORTAL_REDIRURLS variable which can be accessed using your custom captive portal index.php
page or emor pages.

After authentication

Redirection URL
It you provide a URL here, clients will be redirected to that URL instead of the one they initially tied to access after
they've authenticated.

Blocked MAC address
redirect URL
If you provide a URL here, MAC addresses setto be blocked will be redirectto that URL when attemptto access anything.

3. configurer 'authentification Radius :

e protocole d'authentification : PAP
¢ adresse IP du serveur U-Auth : 176.31.146.80
* secret partagé : testingl23



» Help ﬁg piSense.enwouvertian

Authentication

Mo Authentication

Local User Hanager ! Viouchers

#' Bllow only usersigroups with ‘Captive portal login' privilege set
'® RADIUS Authentication

RADIUS Protocol BAP

CHAP_WDS
MSCHAPYL
MSCHAPWZ

Primary RADIUS server

IP address [, 176.31.146 80
Enter the |P address of the RADIUS server which users of the captive portal have to authenticate against.

Leave this field blank to use the default port (1812),

Shared secret _tes ngl2a
Leave this field blank to not use a RADIUS shared secret (not recornmended ).

4. définir un nom local pour le portail captif :

ﬁg piSense.enrouvertian
cisco; 0011.2233 4455
unfarmatted: 001122334455

HTTPS login

¥ Enable HTTPS login
If enabled, the and p will be itted aver an HTTPS connectian to pratect against savesdioppers.
Asewername and cemificate must also be specified below.

HTTPS server name

l\ psense.example.org

This name will be used in the form action forthe HTTPS POST and should match the Commaon Mame (CH)in your
cerificate (othemwise, the client browser will most likely display asecurity waming). Make sure captive poral clients can
resolve this name in DNS and verify on the client that the IP resolves to the comrectinterface IP on pfSense.

S5L Cenificate

webConfi default (54020 A

5. desactiver le HTTPS Forwards

ﬁn pfSense.entrouvertlan

This name will be used in the form action forthe HTTPS POST and should match the Common Name (CH)in your
certificate (atherwise, the cliznt brawser will most likely display asecurity waming). Make sure captive partal clients can
resolve this name in DNS and wverify on the client that the IP resolves to the correctinterface |P on pfSense.

SEL Cettificate

[webe default (541020 v

Disable HTTPS forwards

¥/ Disable HTTPS forwards

If this aptian is set, attampts to cannectta SSLIHTTPS (Part 443) sites will not be farwarded to the captive partal. This
prevents certificate errars from being presented to the user even if HTTPS lagins are enabled. Users must attempt a
connecton to an HTTP {Part 80) site to get farwarded to the captive portal. IF HTTPS logins are enabled, the user will be
redirected to the HTTPS login page.

6. personnaliser la page d'authentification du portail captif en chargeant un fichier html
contenant obligatoirement la variable $PORTAL_REDIRURL$ :



» Firewall » Senices » VP » Status + Diagnostics » Gold » Help #pfﬁense.envouv&nlm

— Disable HTTFPS forwards
If this option is set, attempts ta connect ta SSLIHTTPS (Part 443) sites will not be forwarded to the captive partal. This
prevents cerificate eors fram being presented to the user even if HTTPS lagins are enabled. Users must attempt a
connecton to an HTTP (Port 80)site to get forwarded to the captive portal. If HTTPS logins are enabled, the user will be
redirected to the HTTPS login page

YR CTLLE | choose File | Mo file chosen

View cunent page
Download cument page
Restare default partal page

Uplaad an HTMLIPHP file for the portal page here (leave blank to keep the curment ane). Make sure ta include afarm

(FOST to "§PORTAL_ACTION$") with asubmit button (name="accept') and a hidden field with name="redirur" and

value="§PORTAL_REDIRURLS". Include the “auth_user" and “auth_pass" andlor"auth_vaucher’ input fizlds if
ication is enabled, ise it will always fail. Example code fer the fam:

~Form method="post" action="$PORTAL_ACTIONS'=
=input name="auth_usar’ type="text"=
=input name="auth_pass" type="password"=
=input name="auth_voucher" type="text"=
=input name="redirurl" trne:"nl_dden" walue="4PORTAL_REDIRURLS" =
f-n.rlput name="accept” type="submit" walue="Continue"=
= farm-

Example de fichier :

<html>
<head>
<title>You are being redirected to authentication page</title>
</head>
<body>
<h3>You are being redirected to authentication page</h3>
<p>If you are not redirected, please
<a id="redirect" href="$PORTAL_REDIRURL$">click here</a></p>
<script type='"text/javascript">
var redir = document.getElementById('redirect') ;
redir.href += window.location.search;
window.location.href="$PORTAL_REDIRURL$" + window.location.search;
</script>
</body>
</html>

7. Autoriser le portail captif a acceder a U-Auth et les fournisseurs d'identité de la fédération :

em » Interfaces » Firewall » Se 5 » VPN » Status » Diagnostics » Gold » Help agpﬁense.enn'uuven.lan

Services: Captive portal: eduspot DRERaU®
T i e

IP address Description

1763114680

168.165.196.219

195.220.94 233 id N renater(| on renater.fr)

Hote:
Adding allowed P addresses wil alow I access tolfrom these addresses through the captive portal without being taken to the portal
page. This can be used for a web server serving images for the portal page or a DNS server on another network, for example.

8. Dans le resolver DNS local rajouter le nom et l'adresse locale du portail captif :

4



» Gold » Help ﬁnpfSen:e.ennnuverLlan

llame of the
e.g. myhost

Domain of thel
e.g. example

IP address

IP a:ddress of
e.g. 192.168.

Description

reference (not parsed).

Aliases

r Gold  » Help ﬁnpﬁen:e.enwnuvertlan

Services: DNS Resolver: Edit host

Edit DNS Resolver entry

Host I\pfsense

MName of the host, without domain part
2.0. myhost

I\ example.org
Domain of the host
&.0. example.com

IP address 104201

IP address of the host
eg. 192 168.100.100or fd00:abcd::1

Description

You may enter a description here for your reference (not parsed)

Aliases

Host Demain  Description

=@

2 Test d'authentification

Depuis un poste interne au réseau du portail captif aller sur une page(par exemple http ://per-
du.com) :



': Iceweasel Start Page - Iceweasel + - X

¥ Iceweasel Start Page » g8

perdu.com| v * Google @ B 3+ @

Govgle Search

Thanks for choesing Firefox! To get the most out of your
browser, learn more about the latest features.

¥ * O F O % @) resore weviussessin

Downloads  Bookmarks History Add-ons syne Settings

La page personnalisée, rédirigeant vers U-Auth, sera affichée :



< Iceweasel -0 X
| https://pfse...erdu.com%2F % | dk

€ | @ https://pfsense.example.org:8003/index.php?zone=eduspot&redirurl=http%3A%2| ¥ &

* Google @, ﬁ E ¥ #

You are being redirected to authentication page

If you are not redirected, please click here

Si l'accés a la plateforme U-Auth a été bien autorisée au niveau du portail captif, la page de
votre organisme avec la liste des fournisseurs d'identité sera affichée :



-

- U-Auth - Iceweasel + - O X
/ U-Auth ® | 4

L/ 9

(- @ https://u-auth.dev.entrouvert.org/pfsense-examplefzone=eduspot&redirurl=http% C" | > Google @‘ ﬁ' B ¥+ # =

Ecole Centrale de Lyon TEST

Ecole Centrale de Nantes

Ecole Nationale Polytechnique d'Alger

ENSA Strashourg

Ecole Nationale Supérieure de Chimie Paris
Ecole Nationale Vétérinaire de Toulouse (ENVT)
Ecole Nationale des Chartes

Ecole des Mines d'Ales

Ecole des Mines de Nantes

Ecole des Transmissions - Cesson Sévigné
Mines-Albi

Ecoles de Saint- Cyr Coétquidan

FNSP TEST

French National Education of Federation - HUB IDP HNO2 FER
Fédération Education-Recherche - IdP de Test
GENES IdP test e
RENATER - 2FA

I

Grenoble INP - Institut polytechnigque de Grenoble
HEC Paris
IDP Alyotech Dev Pelican

sité de Lorraine

IDP test ETRS
IDP test mines-nantes

IFMA Clermont-Ferrand - Institut Francais de Mecanique Avancee
IFSTTAR

https:h‘u—auth.dev.ent.rcuvert.org!acccunts!mellonflogin;‘?entity_id:. ..Rpb24i0i)wZnNIbnNILWYAYW1wbGUifQ:1YajXS:wdGgQMb9gj|Ne95zmvimhHxLngU [+

En choisisant un fournisseur d‘identité, également autorisé au niveau du portail captif, la mire
de connexion est affichée :

-

- Page de connexion - lceweasel + -0 X
),-' Page de connexion x "‘.\ h
L (- & https:/itest.federation.renater.friidp/Authn/UserPassword - C" | ¥ Google Eﬂ 'E? E 4+ @ =

3 RENATER

> Aide

Connexion

logo du service (optionnel) connexion
interface for captive portal




Authentic -- IdP
g_:lémo P_SIT

ldentifiant ou courriel:

Mot de passe:

Connexion m

Copyright © 2013 Entr'ouvert — muthentic? 2113

Une fois authentifié auprés du fournisseur d'identité l'utilisateur est autorisé au niveau du portail
captif et est renvoyée vers la page demandée initiallement(dans cet exemple http ://perdu.com)

La session utilisateur sera visible dans le dashboard du portail captif :

» Interfaces  » Firewall Services  » VPN » Status  » Diagn = »Gold  » Help

Interfaces
pfSense entrouvert lan IWAN 1000baseT =ful-duplex:=

Version 2.2.1-RELEASE (amc64) [DHCP) 10.0.2.15
built on Fri War 13 08:16'48 COT 2015
FreeBSD 10.1-RELEASE-p6 FILAN 1000baseT <full-duplex:

You are on the Iatest version 10.42.0.1

Platform fSense
i Services Status

CPU Type Intel{) Core(TM) i5-3230M CPU @ 2 60GHz

Uptime 02 Hours 43 Minutes 06 Seconds . o
apinger Gateway Monitoring Dasmon

Current

date/time ‘Wed Mar 25 13:28:16 CET 2015 captiveportal Captive Fortal: eduspot

127001 dhepd DHCF Service

DNS
91.12158.181
server(s) 87.98.149.171

nitpl MTP clock sync

unbound Unbound DHE Resolver

Last config o7
change Wed Mar 25 13:27:29 CET 2015

[ ) Captive Portal Status
0% (57/98000) P
Show states address

State table
size

MAC address Username

MBUF Usage ;’% (760126584) : 10.42.0.101 | 08:00:27:7b:f2:00 | ataf57825c9147ded 1365 1a682da889a

I nad averana 013 013 nng



	Configuration d'un portail captif pfSense
	Test d'authentification

